Promoting Responsible and Ethical Online Behavior with Students 

                        
Ethical Student Online Behavior 

This session will cover ethical online behavior, guidelines of computer ethics, online resources for teaching ethics and Internet safety, tips for establishing a culture of proper use of technology in the classroom. Examples will be demonstrated on digital footprints to better understand our online interactions, and how teachers model ethical behavior online.

This session will cover

1. Guidelines of computer ethics

2. Ethical online behavior

3. Online resources for teaching ethics

4. Internet safety

5. Tips for establishing a culture of proper use of technology in the classroom.

6. Digital footprints - Use and examples

7. Better understand our online interactions 
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How teachers model ethical behavior online
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Thoughts about teens, tweens, parenting and this adventure of living on Earth in the 21st century.
Broken kids are breaking all of us | Annie Fox's Blog
Oct 2, 2010 ... Yesterday my friend Rachel wrote to find out if I'd blogged yet about the cyberbullying incident that ended in a Rutgers University freshman ...



" 

http://blog.anniefox.com/2010/10/02/broken-kids-are-breaking-all-of-us/



Yesterday my friend Rachel wrote to find out if I’d blogged yet about the cyberbullying incident that ended in a Rutgers University freshman killing himself. I told her the news had really depressed me but that I didn’t have any insights that couldn’t be found elsewhere. I mean what do you say when (yet another) teen is so victimized by bullies he/she can’t figure out what the hell to do to make things OK again and gives up everything just to end the suffering? I’ve got nothing to say. I’m sitting here crying. The casualness with which these acts of torment are perpetrated absolutely stuns me. But what else is new?

So, no.  I wasn’t going to write anything.

Then I watch Ellen Degeneres on video talking about this senseless act of cruelty. Looking straight at the camera and with obvious emotion Ellen said, “It’s hard enough being a teen and figuring out who you are without people attacking you.” To the adults watching she said, “There are messages everywhere that validate this kind of bullying and taunting and we have to make it stop.” And to the kids watching, she offered this, “…things will get easier. People’s minds will change and you should be alive to see it.”

Still I was not going to blog about what happened to Tyler Clementi and what he did as a result. Even though his death was the fourth in a string of Welcome Back-to-School homophobic attacks on teens that ended in suicide. It all sucks, but what more is there to say?

Then I listened to Justin Patchin of the Cyberbullying Research Center, a clearinghouse of information dedicated to providing information about  ”…the nature, extent, causes and consequences of cyberbullying amongst adolescents.” Patchin told NPR’s Melissa Block that when he speaks to teens who use their phones and computers to commit these acts of intentional cruelty they “genuinely do not realize that harm could come from it.” He went on to say that these kids “don’t see it as something wrong.” Rather, they think of what they’re doing as “fun or funny” and “not that big of a deal.”

That’s when I knew I needed to write. The tormentors don’t see it as something wrong?! For real?!! If that’s the case then we’re looking at a whole lot of broken kids. Broken in a way that prevents them from thinking beyond the itch of “Hey I got a great idea!” So broken they blithely launch a personally addressed cluster bomb packed with malice and truly believe it’s “not a big deal.”

With kids like that as our only hope for the future we ‘d be in deep doodoo.

Fortunately, these aren’t the only kids out there. There are plenty of kids and adults who aren’t buying into the notion that any of this is fun or funny. They’re deadly serious about fighting back, supporting each other and changing the Culture of Cruelty for any kid, tween or teen who’s catching flak for being different. GLBT teens, check out Dan Savage’s new “It Gets Better” project.
Oh, and by the way, October is National Bullying Prevention Month… Don’t just sit there, be part of the solution.

UPDATE: 6:49 PM Talk about cyber-bullying, just came back from The Social Network, a cautionary tale from the Real Friends vs. The Other Kind  files. Totally worth seeing.

-----------------------------------------------

What is Digital Citizenship ????
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------------------------------------------------------------------------------------------

1. Guidelines of computer ethics

Definitions of Computer ethics on the Web:

1. Computer Ethics is a branch of practical philosophy which deals with how computing professionals should make decisions regarding professional and social conduct

2. Ethics is a set of moral principles that govern the behavior of a group or individual. Therefore, computer ethics is set of moral principles that regulate the use of computers. Some common issues of computer ethics include intellectual property rights (such as copyrighted electronic content), privacy concerns, and how computers affect society.

· Computer Ethics Guidelines

Thousands of users share VCCNet computing resources. Everyone must use these resources responsibly since misuse by even a few individuals has the potential to disrupt VCCS business or the work of others. Therefore you must exercise ethical behavior when using VCCNet resources.

State Law (Article 7.1 of Title 18.2 of the Code of Virginia) classifies damage to computer hardware or software (18.2-152.4), unauthorized examination (18.2-152.5), or unauthorized use (18.2-152.6) of computer systems as (misdemeanor) crimes. Computer fraud (18.2-152.3) and use of a computer as an instrument of forgery (18.2-152.14) can be felonies. The VCCS’s internal procedures for enforcement of its policy are independent of possible prosecution under the law.

Definition

VCCNet resources include mainframe computers, minicomputers, microcomputers, networks, software, data, facilities and related supplies.

Guidelines

The following guidelines shall govern the use of all VCCNet resources:

1. You must use only those computer resources that you have the authority to use. You must not provide false or misleading information to gain access to computing resources. The VCCS may regard these actions as criminal acts and may treat them accordingly. You must not use the VCCNet resources to gain unauthorized access to computing resources of other institutions, organizations or individuals.

2. You must not authorize anyone to use your computer accounts for any reason. You are responsible for all use of your accounts. You must take all reasonable precautions, including password maintenance and file protection measures, to prevent use of your account by unauthorized persons. You must not, for example, share your password with anyone.

3. You must use your computer resources only for authorized purposes. Students or staff, for example, may not use their accounts for private consulting. You must not use your computer resources for unlawful purposes, such as the installation of fraudulently or illegally obtained software.

Use of external networks connected to the VCCNet must comply with the policies of acceptable use promulgated by the organizations responsible for those networks.

4. Other than material known to be in the public domain, you must not access, alter, copy, move or remove information, proprietary software or other files (including programs, members of subroutine libraries, data and electronic mail) without prior authorization. The college or VCCNet data trustee, security officer, appropriate college official or other responsible party may grant authorization to use electronically stored materials in accordance with policies, copyright laws and procedures. You must not copy, distribute, or disclose third party proprietary software without prior authorization from the licenser. You must not install proprietary software on systems not properly licensed for its use.

5. You must not use any computing facility irresponsibly or needlessly affect the work of others. This includes transmitting or making accessible offensive, annoying or harassing material. This includes intentionally, recklessly, or negligently damaging systems, intentionally damaging or violating the privacy of information not belonging to you. This includes the intentional misuse of resources or allowing misuse of resources by others. This includes loading software or data from untrustworthy sources, such as free-ware, onto official systems without prior approval.

6. You should report any violation of these regulations by another individual and any information relating to a flaw or bypass of computing facility security to the Information Security Officer or the Internal Audit department.

Enforcement Procedure

1. Faculty, staff and students at the college or VCCNet facility should immediately report violations of information security policies to the local Chief Information Officer (CIO). At BRCC, this is the Director of Institutional Computing.

2. If the accused is an employee, the CIO will collect the facts of the case and identify the offender. If, in the opinion of the CIO, the alleged violation is of a serious nature, the CIO will notify the offender’s supervisor. The supervisor, in conjunction with the College or System Office Human Resources Office and the CIO, will determine the appropriate disciplinary action. Disciplinary actions may include but are not limited to:

1. Temporary restriction of the violator’s computing resource access for a fixed period of time, generally not more than six months.

2. Restitution for damages, materials consumed, machine time, etc., on an actual cost basis. Such restitution may include the costs associated with determining the case facts.

3. Disciplinary action for faculty and classified staff in accordance with the guidelines established in the State Standards of Conduct Policy.

3. In the event that a student is the offender, the accuser should notify the Vice President of Instruction and Student Services. The Vice President, in cooperation with the CIO, will determine the appropriate disciplinary actions which may include but are not limited to:

1. Temporary restriction of the violator’s computing resource access for a fixed period of time, generally not more than six months.

2. Restitution for damages, materials consumed, machine time, etc. on an actual cost basis. Such restitution may include the costs associated with determining the case facts.

3. Disciplinary action for student offenders shall be in accordance with the college student standards of conduct.

4. The College President will report any violations of state and federal law to the appropriate authorities.

5. All formal disciplinary actions taken under this policy are grievable and the accused may pursue findings through the appropriate grievance procedure.
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http://aztea.wikispaces.com/AUP+Policies+for+2.0
School AUP 2.0
Our AUPs must adapt to the new information landscape, and they must be adaptable. Here is a site developed and supported by David Warlick. School AUP 2.0


From Will Richardson's Weblogg-ed: learning with the read/write web. A look at the typical AUP - Don't, Don't, Don't vs. Do, Do, Do


AUP 2.0-David Warlick in TechLearning Blog http://www.techlearning.com/blog/2006/09/aup_20.php
"It's time to take those AUPs off the shelf, unfold them, and add a whole new layer -- web publishing policies. It is essential that your new technology use policy is designed not merely as a preventative tool, but as an enabling document that promotes effective uses that solve problems and accomplish goals."


A good example of an AUP created by Clay Burrell (Korea International School)--adapted from Connecticut. The AUP begins with "Personal Responsibility." :-)
http://docs.google.com/View?docid=dfqjmd6d_24dfbht8d4


Virginia Department of Education
Virginia Department of Education - Division of Technology
Acceptable Use Policies: A Handbook
http://www.doe.virginia.gov/VDOE/Technology/AUP/home.shtml


Indiana Office of Learning Resources-Indiana Department of Education
State Requirements for Indiana Public School Internet Acceptable Use Policies and Guidelines
http://www.doe.state.in.us/olr/aup/welcome.html


Appropriate Use Policy of Forsyth County Schools Computers and Network Resources
http://tinyurl.com/44onux
It is the belief of the Forsyth County Board of Education that the use of technology for the purpose of information acquisition, retrieval, manipulation, distribution and storage is an important part of preparing children to live in the 21st century. The Board further believes that a “technology rich” classroom can significantly enhance both the teaching and learning process. This technology includes computer hardware, software, local and wide area networks and access to the Internet. Due to the complex nature of these systems and the magnitude of information available via the Internet, the Forsyth County Board of Education believes guidelines regarding acceptable use are warranted in order to serve the educational needs of students.

SAMPLE AUP Below:

Franklin Parish School Board

Acceptable Use Policy and  Internet Safety Agreement
Statement of Purpose

Franklin Parish School Board is pleased to offer our students’ access to the World Wide Web and other electronic networks.  The advantages afforded by the rich, digital resources available today through the World Wide Web outweigh any disadvantage.  However, it is important to remember that access is a privilege, not a right, and carries with it responsibilities for all involved.  

Terms of Agreement

In order for a student to be allowed access to a school computer system, computer network, and the Internet, parents must sign and return the attached consent form by September 1, 2007

Acceptable Uses

The District is providing access to its school computer systems, computer networks, and the Internet for educational purposes only.  If you have any doubt about whether a contemplated activity is educational, you may consult with the person(s) designated by the school to help you decide. Accordingly, regulations for participation by anyone on the Internet shall include by not be limited to the following:

a) All users must abide by rules of Network etiquette – Netiquette, including the following:
· Be polite.  Use appropriate language and graphics.  No swearing, vulgarities, suggestive, obscene, belligerent, or threatening language.

· Avoid language and/or graphic representations which may be offensive to other users.  Don’t use network or Internet access to make, distribute, or redistribute jokes, stories, or other material which is based on slurs or stereotypes relating to race, gender, ethnicity, nationality, religion, or sexual orientation.

· Do not assume that a sender of e-mail is giving his or her permission for you to forward or redistribute the message to third parties or to give his/her e-mail address to third parties.  This should only be done with permission or when you know that the individual would have no objection.

b) Teachers may allow individual students to use email, electronic chat rooms, instant messaging, social networking sites (I. E. facebook and myspace) and other forms of direct electronic communications for educational purposes only and with proper supervision.  Proper supervision shall include the teachers having the documentation of the students’ username password on file and being able to monitor the account. This includes the use of student personal email accounts and personal social networking sites in the school environment. If a student uses his/her personal email account or accesses his/her social networking site on a school computer, the teacher must monitor all communications and have assess to the students username password for such account. In addition, if student personal accounts are access through the district Internet, the profile for student personal accounts must not contain identifiable information such as last name or address of student.

c) No personal addresses, personal phone numbers, or last names of students will be permitted to be given out on the Internet.  No identifiable photographs will be allowed to be published on the Internet without appropriate written consent. Concerning a student, appropriate written consent means a signature by a parent or legal guardian of the student.

d) A student may not attempt to access any Internet resource without the prior consent of the teacher. The Internet is an extension of the classroom and teachers are responsible for and must be aware of where his/her student goes on the Internet. 

Privacy. Network and Internet access is provided as a tool for your education.  The District reserves the right to monitor, inspect, copy, review and store at any time and without prior notice any and all usage of the computer network and Internet access and any and all information transmitted or received in connection with such usage.  All such information files shall be and remain the property of the District and no user shall have any expectation of privacy regarding such materials.

e) Student Photos/Student Work. Publishing student pictures and work on websites promotes learning, collaboration and provides an opportunity to share the achievements of students. Images and products of K-12 students may be included on the website without identifying captions or names. Parents/guardians must indicate their written consent to publish their child’s photo or school work on any school related website before the item is published to the web. Please note that under no circumstances will K-12 student photos or work be identified with first and last name on a Franklin Parish website, including the district, school, or teacher website. 

Copyright. All students and faculty must adhere to the copyright laws of the United States (P.L. 94-553) and the Congressional Guidelines that delineate it regarding software, authorship, and copying information.

Failure to Follow Acceptable Use Policy

Use of the computer network and Internet is a privilege, not a right.  A user who violates this agreement shall, at a minimum, have his or her access to the network and Internet terminated and is subject to disciplinary action by the school administrator.  The District may also take other disciplinary actions.

Unacceptable Uses of the Network may include:

a) Uses that cause harm to others or damage to their property.  For example, do not engage in defamation (harming another’s reputation by lies); do not employ another’s password or some other user identifier that misleads message recipients into believing that someone other than you is communicating or otherwise using his/her access to the network or the Internet; do not upload a work, virus, trojan horse, time bomb, or other harmful form of programming or vandalism; do not participate in hacking activities or any form of unauthorized access to other computers, networks, or information systems.

b) Uses that jeopardize the security of student access and of the computer network or other networks on the Internet.  For example, do not disclose or share your password with others; do not impersonate another user.

c) Uses that are commercial transactions. Students may not use the SCS or school network to sell or buy anything over the Internet.  You should not give others private information about yourself or others.

d) Illegal activities, including copyright or contract violations shall not be permitted on the Internet.

e) The Internet shall not be used for commercial, political, illegal, financial, or religious purposes.  Violations shall be reported to a teacher or an administrator immediately.

f) Threatening, profane, harassing, or abusive language shall be forbidden.

g) Use of the network for any illegal activities is prohibited.  Illegal activities include (a) tampering with computer hardware or software, (b) unauthorized entry into computers and files (hacking), (c) knowledgeable vandalism or destruction of equipment, and (d) deletion of computer files.  Such activity is considered a crime under state and federal law. Any use which violates state or federal law relating to copyright, trade secrets, the distribution of obscene or pornographic materials, or which violates any other applicable law or municipal ordinance, is strictly prohibited.

h) No user is permitted to knowingly or inadvertently load or create a computer virus or load any software that destroys files and programs, confuses users, or disrupts the performance of the system. No third party software will be installed without the consent of the assigned administrator.

i) Invading the privacy of another user, using another's account, posting personal messages without the author's consent, and sending or posting anonymous messages shall be forbidden.

j) Accessing pornographic or obscene materials, or using or sending profanity in messages shall be forbidden.

k) Any subscription to list serves, bulletin boards, or on-line services shall be approved by the superintendent or his designee prior to any such usage.

l) The use of anonymous proxies to get around content filtering is strickly prohibited and is a direct violation of this agreement. 

Internet Safety

· Parents and Users.  Despite every effort for supervision and filtering, all users and their parents/guardians are advised that access to the electronic network may include the potential for access to materials inappropriate for school-aged students.  Every user must take responsibility for his or her use of the network and Internet and avoid these sites. 

· Personal Safety.  In using the network and Internet, users should not reveal personal information such as home address or telephone number. Users should never arrange a face-to-face meeting with someone “met” on the Internet without a parent’s permission.

· Confidentiality of Student Information.  Personally identifiable information concerning students may not be disclosed or used in any way on the Internet without the permission of a parent or guardian.  Users should never give out private or confidential information about themselves or others on the Internet. 
· Active Restriction Measures.  The District will utilize filtering software or other technologies to prevent students from accessing visual depictions that are (1) obscene, (2) pornographic, or (3) harmful to minors. The use of anonymous proxies to get around the content filter is strictly prohibited and will be considered a violation of this policy. The school will also monitor the online activities of students, through direct observation and/or technological means.  
Use of New Web Tools 

Online communication is critical to our students’ learning of 21st Century Skills and tools such as blogging and podcasting offer an authentic, real-world vehicle for student expression.  Again, as educators, our primary responsibility to students is their safety.  Hence, expectations for classroom blog, student protected e-mail, podcast projects or other Web interactive use must follow all established Internet safety guidelines. 

Blogging/Podcasting Terms and Conditions:

· The use of blogs, podcasts or other web 2.0 tools are considered an extension of your classroom. Therefore, any speech that is considered inappropriate in the classroom is also inappropriate in all uses of blogs, podcasts, or other web 2.0 tools. This includes but is not limited to profanity; racist, sexist or discriminatory remarks.

· Students using blogs, podcasts or other web tools  are expected to act safely by keeping ALL personal information out of their posts. 

· A student should NEVER post personal information on the web (including, but not limited to, last names, personal details including address or phone numbers, or photographs). Do not, under any circumstances, agree to meet someone you have met over the Internet.
· Any personal blog a student creates in class is directly linked to the class blog which is typically linked to the student profile, and therefore must follow these blogging guidelines. In addition to following the information above about not sharing too much personal information (in the profile or in any posts/comments made), students need to realize that anywhere they use that login it links back to the class blog. Therefore, anywhere that login is used (posting to a separate personal blog, commenting on someone else's blog, etc.), the account should be treated the same as a school blog and follow these guidelines. Comments made on blogs should be monitored and - if they are inappropriate – deleted. 

· Never link to web sites from your blog or blog comment without reading the entire article to make sure it is appropriate for a school setting.
· Students using such tools agree to not share their user name or password with anyone besides their teachers and parents and treat blogspaces as classroom spaces. Speech that is inappropriate for class is also inappropriate for a blog.

· Students who do not abide by these terms and conditions may lose their opportunity to take part in the project and/or be subject to consequences appropriate to misuse.

Teacher Responsibilities 

· Will provide developmentally appropriate guidance to students as they make use of telecommunications and electronic information resources to conduct research and other studies related to the district curriculum.

· All students will be informed of their rights and responsibilities as users of the district network prior to gaining access to that network, either as an individual user or as a member of a class or group.

· Use of networked resources will be in support of educational goals.

· Treat student infractions of the Acceptable Use Policy according to the school discipline policy.

· Provide alternate activities for students who do not have permission to use the internet.

Principal Responsibilities 

· Include Acceptable Use Policy in student handbook

· Be sure handbooks are distributed to all students

· Treat student infractions of the Acceptable Use Policy according to the school discipline policy

· Permission forms must be kept on file for one year.

· Students who do not have permission to use the internet must be identified to the teaching staff.

District Responsibilities 

· Ensure that filtering software is in use to block access to materials that are inappropriate, offensive, obscene, or contain pornography.

· Have acceptable use policy approved by the board and reviewed yearly.

Franklin Parish School Board

Acceptable Use Policy and Internet Safety 2007-2008 - Consent Form

As a parent or legal guardian of,  ______________ , I have read and understand the Acceptable Use Policy and I agree to the following:

(Please initial where appropriate)

______________    As the parent or legal guardian of the student named above, I grant permission for my son or daughter to access use a school computer or network software provided by the Franklin Parish School Board.

______________ As the parent or legal guardian of the student named above, I grant permission for my son or daughter to access Internet services provided by the Franklin Parish School Board.

______________ As a parent or legal guardian or the student named above, I grant permission for my son or daughter’s photo without identifying name or caption to appear on the any district, school, or teacher website connected with the Franklin Parish School Board.

______________ As a parent or legal guardian or the student named above, I grant permission for my son or daughter’s school work to be published without identifying name or caption to appear on the any district, school, or teacher website connected with the Franklin Parish School Board.

Childs Name (Please Print):
_____________________________________________

Childs School:  
__________________________________________________  

Parent phone number:
 __________________________________________________

Parent email address : __________________________________________________

Student Signature:
 __________________________________________________

Parent (Guardian) Signature: __________________________________________________

This form is due by (___________________fill in date) 

------------------------------------------------------------------------
The U-High/University  Code of Ethics 
-High/University technology/communication system, which violate the Code of Ethics below.
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http://www.uhigh.ilstu.edu/techno/aup0607.pdf



•Computer Code of Ethics
•1) I will not use the technology/communication system at U-High to harm, slander, injure or ridicule others.

•2) I will not interfere with others’ use of the technology, including opening the files of others without their permission.

•3) I will not use the computer to steal.

•4) I will not use the computer to misrepresent my school or myself.

•5) I will not copy software for which I have not paid.

•6) I will not use equipment without authorization.

•7) I will not copy text or ideas from the technology resources without permission from the author or referencing source.

•8) I will be responsible for any consequences that arise from or that are a result of my computing activities.

•9) I will use both the equipment and the programs in ways that show consideration, care, and respect.

•10) I will be financially responsible and liable for any damages to either hardware or software resources that

•result from inappropriate or abusive behavior.

•11) I will not allow another person to use my logon (ID) and password, nor will I use anyone else's ID and password.

•12) I will abide by all rules and regulations of the system as changed or added from time to time by the administration of U-High and/or Illinois State University.

•13) I will address all concerns regarding the use of technology first to the supervising teacher and/or school librarian and then to the U-High administration.

•14) I will use the technology/computer system to further my education at University High School and will share my growing knowledge with others at U-High.

•15) I recognize that email accounts are Illinois State University accounts and will be disciplined accordingly.

•16) I recognize that all students deserve access as conditions permit.

•17) I will not violate the terms and conditions of the Authorization for Internet Access as stated below.

•18) I will not tamper with or change the computer settings, for instance;

•• Changing desktops

•• Adding or changing programs

•• Vandalizing work stations i.e. A drives, keyboards, mice, monitor and CPU cases.

2.  Ethical online behavior
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http://www.media-awareness.ca/english/resources/educational/lessons/secondary/cyberbullying/cyberbullying_behaviour.cfm



LESSON SAMPLE:

Promoting Ethical Behaviour Online — Our Values and Ethics

Level: Grades 7 - 9     Duration: One hour per activity 

This lesson and all associated documents (handouts, overheads, backgrounders) is available in an easy-print, pdf kit version.

To open the lesson kit for printing, click here.
Overview
In this three-part lesson, students learn about online privacy and ethical behaviour by exploring their digital footprints to better understand that our online interactions may not be as anonymous as we think they are.

Learning Outcomes- Students will demonstrate:

· an understanding of their Web-based activities as well as 

their perceptions of, and attitudes towards, these activities 

· an understanding of how to assess and measure their vulnerability to cyberbullying 

· an understanding of the importance of 

ethical behavior and "virtual reputation" in various Web environments 

· an understanding of the importance of

 protecting one's personal privacy online 

· an understanding that on the Internet, individuals are not always as 
anonymous as they believe themselves to be 

About the Author
Emmanuelle Erny-Newton, Media Education Specialist, Media-Awareness Network 
Production of this lesson has been made possible through a financial contribution from the Government of Canada 
Related MNet Resources -  Themed Lessons

Classroom Resources to Counter Cyberbullying

Lesson 1:  Introduction to Cyberbullying: Avatars and Identity   (Grades 5 - 6)

Lesson 2:  Understanding Cyberbullying - Virtual vs. Physical Worlds (Grades 7-8)

3.  Online resources for teaching ethics

Reference material
http://digicitizenship.wikispaces.com/         ( Grades 1-12 )

Welcome to the Digital Citizenship WIKI

This is a resource for grade level teachers to prepare students to use technology appropriately and being mindful of the citizenship skills they already possess.
Come back often as this WIKI will be continually updated.

Materials and Resources related by TOPIC
· useful for teachers and parents

· tips, articles, community discussions, research

Safety Brochures - variety of topics from Microsoft

Internet Safety for Elementary School Kids Tips
Internet Safety Tips for Middle School Kids
Internet Safety for High School Kids Tips
Online Worlds for Young Kids Tips
Kids Online: How Low Will You Go?
Internet Safety Discussion Guide
Rules of the Road for Kids
Should kids have computers in their rooms?
4.  Internet safety

Pjoject:

1.  Create groups of 2-3

2.  Look over the items from pages 15-21

3.  Select a TOPIC

4.  Scan the material

5.  Design a lesson to use in your classroom or content area

5.  Design a Project so that students can get that message to other students.  Examples would be a Podcast, A Public Service Video, Slide Show, Google Docs, SlideShare, Annimoto, Voki,  VoiceThread, Post on a BLOG, Create a WIKI, Wordle, ect.

Internet Safety
Internet Safety

Show All   | Tips   | Articles   | Community Discussions | Research
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	Improve YouTube's Safety With One Click
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	Rules of the Road for Kids
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	Get Cybersmart with Phineas and Ferb
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	How to Upload a Video to YouTube
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	Tech Talk: Beyond Internet Safety
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	Video Chatting
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	Tech Tip: Checking Browser Histories
  our browser keeps a list of destinations from most recent to oldest 

  A history can be cleared by anyone 

  Checking histories should be a regular part of managing your family's online lives
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	Tech Tip: Using Google Safe Search
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	Internet Filters Tips
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	Facebook for Parents
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	Cyberbullying Tips
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	Club Penguin Tips
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	Online Worlds for Young Kids Tips
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	Tips for Social Networking
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	Instant Messaging Tips
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	Internet Safety for Elementary School Kids Tips
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	Internet Safety Tips for Middle School Kids
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	Internet Safety for High School Kids Tips
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	Kids Online: How Low Will You Go?
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	Out of Control: Lessons in an Online Feeding Frenzy
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	5 Things You App-Solutely Need to Know About Apps
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	3 Rules of Facebook Privacy
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	Microsoft and Sexting: Lessons Learned

	[image: image25.jpg]%




	You’re Not as Private as You Think
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	Managing Kids' Search Queries: What Parents Need to Know
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	7 Things You Should Know About Web Filters
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	Workshop: Raising Kids in a Digital World (Middle and High School)
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	Workshop: Raising Kids in a Digital World (Elementary School)
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	Common Sense Family Media Agreement for Grades 6-8
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	Internet Safety Discussion Guide
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	Cyberbullying Discussion Guide
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	Social Networking Discussion Guide
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	Online Worlds Discussion Guide
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	Should Kids Instant Message?
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	Will you let your kids use Bing? 
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	How safe are video chats like TokBox? 
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	Should teachers "friend" their students on Facebook?
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	Does your school have an existing media literacy or education program? 
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	What's the right age for kids to go online?
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	Should kids have computers in their rooms?
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	Improve YouTube's Safety With One Click
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	Get Cybersmart with Phineas and Ferb
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	Tech Talk: Beyond Internet Safety
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	Tech Tip: Checking Browser Histories
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	Facebook for Parents
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	Tips for Social Networking
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	Internet Safety for Elementary School Kids Tips

	[image: image65.jpg]



	Internet Safety Tips for Middle School Kids
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	Kids Online: How Low Will You Go?
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	Out of Control: Lessons in an Online Feeding Frenzy
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	5 Things You App-Solutely Need to Know About Apps
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	3 Rules of Facebook Privacy
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	Microsoft and Sexting: Lessons Learned
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	You’re Not as Private as You Think
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	Managing Kids' Search Queries: What Parents Need to Know
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	7 Things You Should Know About Web Filters
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	Workshop: Raising Kids in a Digital World (Middle and High School)
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	Workshop: Raising Kids in a Digital World (Elementary School)
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	Common Sense Family Media Agreement for Grades K-5
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	Video Violence and the Internet: Tips for Parents
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	Managing Media: Downloads, Internet TV, and More 
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	Should Kids Instant Message?


Community Discussions
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	Should teachers "friend" their students on Facebook?
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	Should kids have computers in their rooms?


Discussion:  Is it OK to SPY on your kids???

Check out this post????

Spy software? 10 other ways to keep your socially-networked kids safe

" 

http://www.zdnet.com/blog/btl/spy-software-10-other-ways-to-keep-your-socially-networked-kids-safe/37716?tag=nl.e539


Want to try this????

So, here’s an idea. Instead of spending money on a piece of software that does little to help you monitor your kids and does everything to betray any trust between parent and child when they realize you’re a spy, here are 10 other ways to keep your kids safe in a tech-centric world:

· Friend your kid on Facebook: Rule No. 1 when it comes to allowing a pre-teen to have a Facebook page should be that the kid must be friends with Mom and/or Dad - or an older relative that can keep an eye on activity. This is a non-negotiable rule. If the kid wants a FB page, then he or she must agree.

· Friend the parents of your kids’ friends: Would you let your kid sleep over at a friend’s house without meeting the parents? Parents are all over Facebook (you’ve seen the kid pics, right?) so why not form an alliance with the parents of kids who are friends with your kids? This also helps you learn a bit more about the parents of these kids and their levels of responsibility - are mom and dad doing Jell-o shots in every picture? Remember: the apple usually doesn’t fall far from the tree.

· Keep the home PC in a common area: Kids are less likely to engage in unsafe behavior if anyone can walk by and see what they’re up to. Heck, mom and dad are less likely, as well. Still, keeping laptops out of bedrooms help moms and dads maintain some sort of control over online adventures.

· Monitor the tweets, Flickr page and YouTube: It’s not just Facebook where bad things can happen. What sort of pictures are your kids posting? What are they reading online - and retweeting? What are they watching on YouTube?

· Monitor the cell phone bill: The itemized bill will tell you what time text messages are being sent and received and to which phone numbers. You’ll also be able to watch out for picture and video messages being sent. If your 15-year-old son is sending and receiving pictures at 1 a.m., he may be engaged in some activties that could get him into trouble later.

· Random cell phone checks: If the parent pays the bill - and most do - then he or she has the right to randomly take possession of the phone. Check the photos and videos on the device. What time are text messages being sent and received? Are any of them threatening in any way - either those being received or sent? Why is it that the text message history is always empty? Are your kids deleting traces of something?

· How’s that browser history? When was the last time you checked the history on the Web browser? Just like the cell phone checks - watch out for empty history logs. Have the kids been deleting their footsteps to throw off a parent’s suspicions?

· Create rules around time and usage: This goes for cell phones and computers. Just like our parents imposed no-TV rules during homework time, the dinner hour or after 9 p.m., parents should impose similar rules around technology. And, more importantly, stick to them.

· Don’t be afraid of a complete shutdown: Pull the power plug on the computer or the modem for a day. Confiscate the cell phones and lock them away for an afternoon while you do something fun. It won’t kill your kids - or you - to take a break from technology every now and then.

· Talk to your kids: I know. A shocker, right? But parents should be talking regularly to their kids about the dangers of bullies and predators, the risks of sharing risque photos and messages, the importance of privacy settings (as opposed to just setting them for the kids and not telling them why.) Let them know why you’re doing all of these things and give them a chance to voice their objections or concerns. Don’t be afraid to compromise a bit - but stick to the rules that you see as most important.

Of course, all of these rules should be adjusted depending on the age of your kids. Should 5- or 6-year-old kids have a Facebook page? I say no. But others think I’m crazy for letting my teen and pre-teen kids have cell phones and Facebook pages.

The bottom line here is that spy software, while effective at monitoring activity on the computer where it’s installed, should not be a substitute for smart parenting. Personally, I can’t see myself ever installing spy software to watch my kids. My wife and I have been talking to them about the dangers of bullies and predators - at school, at the mall, at the neighborhood park - since they’ve been old enough to understand.

As parents, we can’t keep our eyes on them around the clock - especially as they get older and become more independent. If you want them to trust you and confide in you, start talking to them when they’re young and reassure them that you trust them - but not others.

Putting spy software on your computer - and risking them finding about it later - sends a message that you really didn’t trust them after all.

5.  Tips for establishing a culture of proper use of technology in the classroom.


" 

http://www.educationworld.com/a_tech/tech/tech055.shtml



Ten Commandments of Computer Ethics

1. Thou shalt not use a computer to harm other people.

2. Thou shalt not interfere with other people's computer work. 

3. Thou shalt not snoop around in other people's files. 

4. Thou shalt not use a computer to steal. 

5. Thou shalt not use a computer to bear false witness. 

6. Thou shalt not copy or use proprietary software for which you have not paid. 

7. Thou shalt not use other people's computer resources without authorization or proper compensation. 

8. Thou shalt not appropriate other people's intellectual output. 

9. Thou shalt think about the social consequences of the program you write or the system you design. 

10. Thou shalt use a computer in ways that show consideration of and respect for your fellow humans.

Used with permission:Copyright: Computer Ethics Institute Author: Dr. Ramon C. Barquin
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Tools for Teaching Cyber Ethics 

Are our schools filled with budding cyber criminals unaware of the consequences of their online activities? Should educators scramble to institute a formal cyber ethics curriculum? Or should schools ban the use of the Internet? Read what one expert says! Included: Ten guidelines of computer ethics, online resources for teaching ethics and Internet safety, and eight tips for establishing a "culture of proper use" of technology in the classroom! 
Read all about it ... 

High School Student Arrested for Online Investment Fraud
A 14-year-old recently purchased inexpensive stocks, lied about their potential value in an investment chat room, and reaped hundreds of thousands of dollars when other investors bought his lies -- and the stocks! 



Poll Reveals Kids Think Hacking Is OK!
Nearly half the elementary and middle school students who responded to a recent poll conducted by Scholastic, Inc., said they don't believe hacking is a crime. 



Cyber Ethics Conference Convened in Maryland! 
In 2000, the Cyber Citizen Partnership, a joint effort of the U.S. Department of Justice and the Technology Association of America, sponsored the first-ever national conference on cyber ethics. 



FBI Calls for Cyber Ethics Curriculum! 
At the conclusion of the recent cyber ethics conference, the FBI called on educators to institute programs to teach cyber ethics in schools. 



Is cyber crime an epidemic? Are our schools filled with budding cyber criminals unaware of, or unconcerned with, the consequences of their online activities? Should educators scramble to institute a formal cyber ethics curriculum? Or should schools simply ban the use of the Internet? 

The answer to all those questions is no, according to Jerry Crystal, technology coordinator at Carmen Arace Middle School in Bloomfield, Connecticut. Educators do need to address cyber ethics, Crystal told Education World, but they can address it in the context of their current curriculum and incorporate the lessons into ongoing programs. 

Crystal should know. At Carmen Arace, a school with a minority population of nearly 90 percent, every one of the school's students is provided with a laptop with Internet access at the beginning of the school year -- and every teacher is expected to integrate technology into the curriculum. 

"Every teacher at the school teaches technology," Crystal told Education World, "and every instructional team at the school has a regular tech time each week. During that time, teachers learn to deal with all sorts of technology issues, including cyber ethics." 

For more information about the Carmen Arace laptop program, see the Education World story Laptops Change Curriculum -- and Students. 

CYBER ETHICS ISSUES IN THE SCHOOL 

What are the cyber ethics issues Carmen Arace teachers must deal with? 

According to Crystal, the most common problem isn't hacking (illegally accessing Web sites) or cracking (vandalizing Web sites); It's the unauthorized downloading of games and software. 

"We deal with those cases by making students aware that how technology is used is as much an ethical issue as hacking or cracking," Crystal said. "If everyone does whatever they want on a network, it uses up a ton of space and interferes with other users. ... If they download a virus along with the software, they risk destroying the entire system -- incurring a tremendous financial loss." 

Another ethical issue that educators at Carmen Arace, and most other schools, deal with is the misuse of intellectual property, or copyright violations. 

"In those cases, we make the issue personally relevant," Crystal said. "We put student work on our Web site to help get across the point that they are creators of online intellectual property. Then we discuss how they would feel if their work was copied by someone else without their permission." 

The use of inappropriate Web sites is a problem that has received a great deal of press. At Carmen Arace, where students frequently use the Internet as textbooks, most research involves directed searches at sites provided by the teacher. 

Students also surf the Web, but that's much less of a problem than you might expect. The school uses a filtering program, but "for the most part, our kids don't want to go to porno places," Crystal noted. "They're more interested in sports, music, and game sites. We've found that a better protector against inappropriate Web sites is establishing a culture of proper use of the technology." 

ESTABLISHING A CULTURE OF PROPER USE 

The best time to begin establishing a culture of proper use is the first day you introduce your students to technology, Crystal said, pointing out that teaching good practices is much easier than eliminating bad ones. If technology is already an established part of your students' educational experience, however, he recommends starting over with a clean slate. 

"Develop a detailed universal plan for technology use and lay it out for everyone at once," said Crystal. "Hold training sessions for parents and kids together. Show videos and discuss the issues. Make it clear to everyone that the ethical rules they live by also apply to technology." 

"Above all," Crystal said, "don't separate the online world and the offline world. Try to blend them together. It's the same world online and off. Just because there's a sense of anonymity online doesn't mean the rules change." 

The middle school is the ideal place to focus on cyber ethics, Crystal believes, because that is where kids begin to develop their awareness of ethical behavior. "If we provide positive images and effectively communicate ethical values in all areas of their lives, those values will be reflected in the technological environment as well. How we teach kids to view themselves and their use of technology at this level is what they will carry with them into adulthood," he said. 

INCORPORATING CYBER ETHICS INTO YOUR CULTURE 

Crystal offers these suggestions for incorporating cyber ethics into the classroom culture: 

· Draw parallels between the real world and the electronic world. Make direct comparisons between what students do on the Internet and how they behave in their daily lives. 

· Involve students in constructive activities. Ask them to develop ten rules for a classroom acceptable use policy, for example. 

· Post a written acceptable use policy in your classroom, and include the consequences for violating it. 

· Reinforce proper behavior. Treat offenses as mistakes rather than "crimes," especially in the beginning. 

· Assign students to work with technology buddies, other students who have already worked with technology and will set a good example. Peers can help sell a point that students might not accept from adults. In addition, kids who are working together are less likely to get off task. 

· Take advantage of every teachable moment. You can't overstate the issue. 

· Don't model inappropriate behavior. 

· Instill a sense of responsibility, point out the real costs of misusing technology, and express a belief in students' ability to handle technology properly. Students will live up to or down to your expectations. 

BAN THE INTERNET? 

Wouldn't it be easier to simply ban Internet use in the classroom, or at least limit its use to areas where strict supervision can be provided? Crystal doesn't think so. 

"Since we've begun providing students with laptops, the school has seen a dramatic decrease in discipline problems," he told Education World. "In- and out-of-school suspensions are way down, as are student and teacher absenteeism. Connecticut Mastery Test scores -- especially reading scores -- have risen, and our media center director says that more books are checked out every year. Kids are more actively involved in research through project-based activities, teachers are more active, and students are less bored. Intelligent use of technology gives kids groundwork and framework -- and provides the opportunity to reinforce the value of ethical behavior in all areas of their lives. 

"The Internet," Crystal said, "has often been compared to Pandora's box, which when opened released a multitude of evils -- and only a single good quality -- into the world. The difference between Pandora's box and the Internet is that the Internet provides kids with an overwhelming amount of good information and opportunities for positive use. We can protect kids against the few evils that emerge by teaching them how to use technology in positive and ethical ways." 

ADDITIONAL RESOURCES 

The following Web sites provide information and activities you can use to teach kids about the ethical use of technology. 

· Surf Like a Hero, Not a Zero This Cybercitizen Partnership site provides information and a quiz about cyber ethics. 

· The Internet: Know Before You Go Into Cyberspace This U.S. Department of Justice site offers activities to teach kids how to be good citizens of the Internet. 

Linda Starr - Education World®   Related Articles from Education World

· Computer Rules Prevent Problems! 

· Danger Online! Educating Kids and Parents About Internet Safety 

· How Can Schools Make Better Use of the Internet? 

6.  What is a DIGITAL FOOTPRINT

Examples will be demonstrated on digital footprints

Digital footprints are traces left by someone’s activity in a digital environment. Learn about passive and active "Digital Footprints" and the size of your online presence as it relates to the number of individuals you are interacting with.

The Unforeseen Consequences of the Social Web

" 

http://www.readwriteweb.com/archives/social_web_unforeseen_consequences.php


 Do You Know Who's Following You Online?
Reference links for digital footprints

Whatt are the 3 RULES???   3 Rules of Facebook Privacy
Tips for Social Networking

" 

http://www.commonsensemedia.org/tips-social-networking


Social Networks: Facts of Life  ( content from the above link)

· Sites like Facebook and MySpace have privacy controls 

· Some sites require kids to be older than 13 to have a profile, but younger kids set up accounts anyway 

· Social networks keep kids connected to friends, provide a space for self-expression 

· There are no guarantees of privacy (even with settings) since anything can be cut, pasted, and sent 

· Inappropriate pictures, posts, or messages can result in damage to kids' reputations 

· Kids can "tag" (or identify) their friends which can violate their privacy

Social Networking Discussion Guide
Instant Messaging Tips
5 Things You App-Solutely Need to Know About Apps
You’re Not as Private as You Think
1. Allowing yourself to be publicly searchable on Facebook. Have you ever wondered if people can search for you on the Internet and find your Facebook profile? Unless you opt out of Public Search Results, they can. This goes for other social networking sites, too. Help your kids set their Facebook privacy controls. 

2. Broadcasting your location. Kids can use Twitter, Foursquare, Loopt, Google Buzz, and soon, Facebook to "check in" and tell people exactly where they are. When kids broadcast their whereabouts using these location-sharing programs, it not only makes them vulnerable to unwelcome personal contact, it gives away a ton of personal information to advertisers. 

3. Ignoring your YouTube Activity Sharing settings. YouTube's Activity Sharing settings let you restrict all of your YouTube activities, including the videos you upload, to a closed circle of chosen friends. Review your kid's Activity Sharing settings -- and while you're at it, make sure their privacy controls are set to "only friends." And remember, regardless of your settings, anything kids upload could potentially become public, so they should never post anything they wouldn't be comfortable showing to say, grandma. 

4. Using Chatroulette. This video chatting site randomly connects you to other users anywhere around the world. Chatroulette requires no registration, so anyone with a webcam can use it and do anything they want -- including tempt your kids to give away private information, take your picture, and record your conversation. Beyond that, these types of programs reduce the time between thought and action and that can be risky for kids. 

5. Not talking to your kids about online privacy. Kids create lasting records of their lives whenever they post something. Nothing is private online. Once they post something, it can travel far and wide and be viewed by who knows who. Talk to them about their responsibility in guarding their own privacy. 

6. Giving your baby a Facebook page. Really? 

7. Neglecting to read a company's privacy policy. When you register for a site or download an app, you are accepting the company's usage of your private information. Many companies say "we won't sell your information," but there are other ways they collect and use information about you. Some children's websites retain the right to send kids as young as 13 email ads and other promotions. Treat the site registration process as you would a store's return policy -- read it, and if you don't like it, don't buy it. 

8. Using your real name as your user name in virtual worlds and other online games. Most kids' websites remind kids not to give away personal information, and employ filters and moderators to prevent kids from posting it. But kids who are active in cyberspace may have avatars, game tags, and other identifiers. They need lots of reminders about keeping personal information to themselves. Visit your kid's favorite online world or game and you'll find other users creatively trying to get around the site's filters. 

9. Revealing your status. Instant messaging is the easiest way to give yourself up, but every social network allows you to reveal your current status. AIM, for example, makes anyone visible to all their buddies when they sign in unless they mark "invisible." MySpace uses an "Online Now" icon. Why does everyone need to know when your kid is online? They don't. The only people who need to know where your kid is at all times are mom and dad. 

10. Letting your kid sign up for anything before you know the facts. Whether it's a new app, a new program feature, or even a ringtone, new things are coming out all the time -- and your kid may hear about them before you do. Do your homework on whatever it is and who's doing the selling. In this 24/7 world where information is constantly being bought and sold, you can never be too careful.

Microsoft and Sexting: Lessons Learned
Common Sense Family Media Agreement for Grades K-5

" 

http://www.commonsensemedia.org/common-sense-family-media-agreement-grades-k-5


Fifteen Minutes of Online Fame
Facebook for Parents
Online Worlds Discussion Guide
New Partnership Helps Parents Engage in Their Kids Digital Lives

" 

http://www.commonsensemedia.org/about-us/press-room/press-releases/new-partnership-maine-dept-education


7.  Better understand our online interactions 

Digital Footprints: Do you know where your data is?

Digital footprints are traces left by someone’s activity in a digital environment. There are two main classifications for digital footprints: passive and active. A passive digital footprint is created when data is collected about an action without any client activation, whereas active digital footprints are created when personal data is released deliberately by a user for the purpose of sharing information about oneself.In social media, “digital footprint” can refer to the size of one’s online presence as it relates to the number of individuals he or she is interacting with.

In short your digital footprint is your online data trail.
>>>Think before you post-   Watch this video first....

http://www.youtube.com/watch?v=SGlrAhtQC24&feature=player_embedded 
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http://www.noparentleftbehind.net/ 

PARENTS  .....Read the above ...CLICK on the SITE LINK

·  Digital Footprints: Online identity management and search in the age of transparency (PEW report)
· Teens, Privacy, and Online Social Networks: How teens manage their online identities and personal information in the age of MySpace (PEW Report)
· Footprints in the Digital Age (Will Richardson, Educause)
· You need to be "clickable". Are you preparing your students to be Googled? (Will Richardson, District Administration)
· Managing Your Digital Footprint (Adobe)
When it comes to job hunting, people have no shortage of concerns: preparing a compelling resume, providing polished answers to interview questions, and having excellent references, just to name a few. But since the word "Google" became a verb, job seekers have one more thing to worry about: ensuring their online records won't deter hiring managers from making a job offer.

Many employers are incorporating an informal online search of applicants into their review process. In fact, half of advertising and marketing executives recently polled by The Creative Group said they browse the Internet for information about prospective hires; among those, 14 percent have decided not to hire someone based on their findings.

For those in the job market, it's critical to learn how to monitor and manage electronic information about yourself. While you can't control all the information out there, there are some steps you can take to ensure that your digital footprint presents an accurate, favorable, and professional image of you.

You'll first want to find out what information about you — if any — is already online. A good way to do this is typing your first and last name into several popular search engines, and then seeing what comes up. You also can check alumni sites, websites of organizations to which you belong or volunteer, and blogs or personal web pages of your friends and family members. You can use similar techniques to search for other personal information, like your telephone numbers, home address, e-mail aliases, and personal website domain names.

You may find very little is linked to your name, or you may discover much more information about you than you anticipated. (People are often surprised by what turns up about them in an online search.) Perhaps you led a campaign to save your elementary school three years ago, and, when the facility was closed despite your efforts, your criticism of the school board members was quoted in the local paper. Although you were proud of your involvement in trying to save the school, you worry your remarks may sound harsh to those unfamiliar with the situation.

If an online search of yourself reveals items that you wouldn't want hiring managers to see, such as risque pictures or commentary you posted in an open forum, contact the person who posted the information or the website administrator to ask that it be taken down. While your request might not be honored, it doesn't hurt to try. In the worst-case scenario, be prepared to offer an explanation to hiring managers who may ask about the content.

Whether or not negative information about you exists on the web, it's a good idea to ensure there are plenty of positive associations. Following are some tips for creating an impressive digital footprint:

· Build your own professional web page. Include your contact information, specialty, and resume, as well as some work samples. This is especially beneficial for creative professionals, as many employers will want to see prior projects before arranging a job interview. You also can feature articles of interest and links to your favorite websites.

· Stack the deck in your favor. Websites such as ZoomInfo.com allow users to post information about themselves, so consider including details about your professional involvement and qualifications on these types of forums.

· Share your insights. Posting your comments on industry forums or authoring online articles in your area of expertise is a smart way to reinforce your professional reputation.

· Exercise discretion. If you regularly contribute to blogs or forums, give thought as to how your statements may be interpreted if seen by people outside your community of interest. Mentally editing yourself online in this way doesn't mean becoming overly sensitive to what you say or do; just be aware that whatever you post has a chance of being viewed by hiring managers. If you wouldn't want a potential employer to see your posts, consider using a pseudonym. You can use BlogPulse.com or Technorati.com to track blog postings.

Managing your digital footprint is an essential step for professionals, ranging from active job seekers to those happily employed. By conducting periodic searches of your name, you'll always know what information is out there and have the opportunity to make corrections or adjustments as needed.

· The Less You Share, the Less Power You Have (Will Richardson, Blog post)
· Who is Looking for You Online?
· College Students in Trouble at School
· 'Drunken Pirate' Learns Costly Lesson From Her MySpace Posting
· Want a Job? Clean Up Your Web Act (CNET news)
· Profile Peeking
· Teen Fired for Calling Job Boring on Facebook
· College Applicants, Beware: Your Facebook Page is Showing (Wall Street Journal)
· Employers use 'internet reputations' to make decisions about job applicants
· 10 Ways to Stay Out of Trouble When You Post to Social Networking Sites
· Keep Your E-Image Clean (Monster)
· Idiot Loses Job Over Tweet
----------------------------------------------

Digital Footprints: Summary of Findings at a Glance

The nature of personal information is changing in the age of Web 2.0.
Internet users are becoming more aware of their digital footprint; 47% have searched for information about themselves online, up from just 22% five years ago.
Few monitor their online presence with great regularity.
Most internet users are not concerned about the amount of information available about them online, and most do not take steps to limit that information.
Internet users have reason to be uncertain about the availability of personal data; 60% of those who search for their names actually find information about themselves online, but 38% say their searches come up short.
One in ten internet users have a job that requires them to self-promote or market their name online.
Among adults who create social networking profiles, transparency is the norm.
More than half of all adult internet users have used a search engine to follow others’ footprints.
Basic contact information tops most searchers’ wish lists.
Source: Madden, Fox, Smith and Vitak. Digital Footprints. Washington, DC: Pew Internet & American 
Tools to Track Your Footprints on the Web  !

Written by Lidija Davis /  

Last week we looked at how easy it is to leave footprints on the Web; today we'll show you how easy it is to track them.

Although search engines provide a great starting point when you're searching for someone online, with all of the new social sites that have popped up over the past few years, they're often just not enough.

In our recent State of Blog Search 2009 post we discussed the various reasons you may choose to use any or all of the following blog search tools: Technorati, Google Blog Search, Ice Rocket, Ask.com Blogsearch, and FriendFeed. While these blog search engines are great to fill specific needs, they're also another great place to look for your footprints on the Web.
Project- name search

1. Use Google search for your name using  Google = 2800

2.  Search for your children using their name on Google  

3. Now try - Yahoo  2,470 results
4.  Now try -Bing 2,470 results
Project- Image search

1. Use Google IMAGE search for your name using  Google = 624

2.  Use Google IMAGE Search for your children using their name on Google  

3. Use Yahoo  IMAGE Now try - Yahoo  39 results
4.  Use Bing   IMAGE Now try -Bing  39 results

However, you can drill down even more.

1. Pipl: Searching the Invisible Web

Pipl claims to search the deep or invisible Web to find documents, blog entries, photos, publicly available information that other search engines don't serve up. It's a great, fast search engine that we like; the only disadvantage is it offers no RSS feed.

sites and social bookmarking sites and offers an RSS feed for the results.

2. Social Mention: Mentions of your Name on the Social Web          http://socialmention.com/
Another great tool for searching the social Web, Social Mention offers a quick glance at mentions of your name on the Web. Just enter your name and switch between blogs, microblogs, bookmarks, comments, events, images, news or all of them at once. Slower than Serph, but occasionally offers different results. An RSS feed is available.

3. Monitter: Tracking Twitter  ???   
" 

http://monitter.com/


Monitter is one of the coolest looking monitoring tools for Twitter and one of the most useful. We've written about it before and although most people are using Twitter's own search tool for search and alerts on Twitter, Monitter offers a little bit more. Giving you the option to search for three different keywords at once, Monitter is great if you want to keep your eye out for mentions of your name, your username and your company all at the same time. It also offers an RSS feed.

4. Google Alerts: The big G    
" 

http://www.google.com/alerts


We couldn't end this post without mentioning Google Alerts, although likely most of you are familiar with it. Although Microsoft and Yahoo have alert tools, Google's offering beats them hands down. It offers e-mail and RSS alerts for any set of keywords including your name.

While we're still waiting for that perfect product that will associate our names with our brands with our usernames, and send us the results instantly, we don't expect to see it anytime soon (although we've got our fingers crossed), but we do hope that this list provides you with some alternatives to track your footprints across the Web.

5.  Actually the best way to keep track of your web footprints       http://www.spokeo.com/         

 is Spokeo people search. It will search across all major social networks and the Web to dig out your activities on them.

6.  TWEETGRID  

allows you to track up to 9 keywords or hashtags at the same time, and tweet directly from their interface.     http://tweetgrid.com/
13.  CHECH THIS-http://whostalkin.com/ 

easy to track your activities on Plurk/Twitter/blogs, etc plus you do not need an account to start your search. 

14.  BrowserSpy can

 also show you a lot of stuff about your online presence.
http://browserspy.dk/
15.  People Search: Search by Name. 

 http://www.peoplefinders.com   

Yes, now let's find ways to remove all of this stuff. Especially from directories like PeopleFinders because this is starting to get very scary. Costs $$

16.  123PEOPLE

 http://www.123people.com 

- people search, social networking search, news and blog search all displayed in a dynamic hub for your convenience.

As Kim Cofino says, "Who do you want your Digital Me to Be?"
==========================================================

How teachers model ethical behavior online

" 

http://school-staff-issues.suite101.com/article.cfm/moral-and-ethical-expectations-of-teachers-while-online


Email correspondence with colleagues, parents and students may seem like private communication, but email is treated like a written document and can be used as evidence in a legal inquiry. Rereading email for tone and wording before sending and applying moral sensitivity and judgment to the content can prevent misunderstandings.

When using social media, many people forget that the world can access what is posted, sometimes even when the post is initially made privately since it can easily be copied or forwarded. Teachers especially can have their morality, and even qualifications for teaching, questioned based on what is found online. Social media communication, whether private or public, should be reviewed for moral motivation and displayed moral character since educators are expected to publicly maintain a high level of moral and ethical behavior.

Read on 

· Teacher Tips for Maintaining Personal Social Networking Sites
· Importance of Ethics in a Corporate Environment
· Creating Socially Responsible Students, Leaders
The expectation of moral and ethical behavior for teachers in and out of the classroom can make it difficult for teachers to use social media and other electronic communication. Considering and applying the four components of moral maturity to all electronic posts can help educators maintain and model a professional level of morality and ethics.

Reference: Benninga, Jacques S. Moral and Ethical Issues in Teacher Education. ERIC Clearinghouse on Teaching and Teacher Education. ED482699. 2003.

Related Articles: Teacher Tips for Electronic Communication with Students, Guidelines to Create a Classroom Website, Email Etiquette for Teachers

Read more at Suite101: Moral and Ethical Expectations of Teachers While Online http://school-staff-issues.suite101.com/article.cfm/moral-and-ethical-expectations-of-teachers-while-online#ixzz0vbFuGYKy


Character Education
At Harvard-Westlake, character education is an integral part of daily life. 


" 

http://www.hw.com/studentlife/tabid/2112/Default.aspx


 Our Philosophy
We all live with moral choices and challenges.  As our characters mature, we learn to make more nuanced decisions about our actions.  Harvard-Westlake plays a role in our students’ character growth in four ways: 
· We clearly communicate our expectations of honorable behavior. 

· We help students to think about ethical problems, paradoxes and subtleties. 

· Adults in the community serve as role models, by behaving ethically, and by explicitly recognizing the honorable behavior of others. 

· We respond to occasional lapses of character in ways that maintain our community’s ethical standards, while offering each person opportunities to change and grow. 

At Harvard-Westlake, students behave honorably and ethically. The student handbook lists expectations for student behavior.  Homeroom meetings at the Middle School and deans’ meetings at the Upper School provide forums for discussion of honor-related issues.  Our athletic coaches are trained in ethical leadership; our sports program emphasizes ethical and respectful behavior from both players and fans.  Students learn about acceptable online behavior through dedicated classes in the 7th and 10th grades, and through posters displayed in the computer labs.  Teachers model appropriate use of blogs, wikis and e-mail by using them as educational tools in regular academic classes.

The result is a culture of honorable, ethical behavior. Harvard-Westlake students are extremely polite and well-behaved in the classroom.  Theft is so rare that students comfortably leave their possessions around campus.  Teachers leave their office doors open when they are not there.  Harvard-Westlake is a community of good character.

Responsible Decision Making 

Adolescents need to learn to make responsible decisions.  The Harvard-Westlake curriculum  provides practical information, guidance in the process of making choices, and role models for students.

The Human Development (9th grade) and Choices and Challenges (10th grade) courses  focus on responsible  and ethical decision making.  Classes include assertiveness training, online behavior, sex education, drug education and communication skills.  Drug education is addressed further in special 9th grade workshops.

English and history courses directly address how and why people make particular decisions, and examine the consequences of those decisions.  Rights and responsibilities are important themes.

In May, seniors are required to attend seminars on decision making and skills relating to money, relationships, health and looking after oneself after leaving home. 

Academic Honesty and Intellectual Property

All departments explain to students their rules regarding intellectual honesty.  The Upper School English department also writes to students’ homes each year, explicating their approach to plagiarism.

Appropriate citation of others’ work is central to our library program.   Intellectual property issues are strongly emphasized in our approach to acceptable online behavior.  Honest expression and respect for intellectual property are emphasized particularly strongly in the publications, performing arts and visual arts departments.

Cases of academic dishonesty at the Upper School are brought before the student honor board, and disciplinary decisions are publicized.  Middle School cases are dealt with by the deans.

Our academic departments actively and explicitly model compliance with intellectual property law.

Understanding Oneself and Others 

Harvard-Westlake students are exposed to other cultures and traditions through assemblies, guest speakers and our Sacred Spaces program, as well as through literature and social studies.  Our academic curriculum also encourages students to look carefully at their own cultural frameworks.  Our English curriculum explores issues of personal identity throughout grades 7 – 12, while our history and language curricula give students a view of their place in the wider world.  The Human Development and Choices and Challenges courses directly encourage 8th and 10th grade students to explore their sense of identity and to respect others.  Humanities electives at the Upper School allow students to explore these issues further.

Awareness of Broader Issues

As children mature into citizens, they become a part of larger communities.  Students of good character  are aware of political and human rights issues beyond their local environment, and contribute to the well-being of society at large.

Harvard-Westlake’s history curriculum emphasizes social and political decisions—not only those decisions faced by our own society, but also those faced in other countries and other times.  Our biology and environmental science courses include ethics and environmental issues.  Seventh graders all take a short course in community service.

Our community service and school service programs attempt to raise consciousness of social issues.  We start at the most local level: all students help with trash clean-up and other jobs around campus.  Students’ social awareness is expanded further, through “green” initiatives at school and in Los Angeles,  though community outreach programs in neighboring communities, and through community service projects that sometimes extend to other nations.  All students perform community service: a minimum of 12 hours per year at the Middle School, and at least a half day on a student-run collaborative outreach project at the Upper School.  Many clubs and school trips incorporate community service, too.

Learning Leadership

Harvard-Westlake graduates typically become leaders in their fields, and our curriculum supports the development of appropriate leadership skills.  

Through student government, student representatives from all grade levels are offered formal training in leadership and are given practical opportunities to lead their peers.  At the Upper School, this includes membership in the Honor Board, which hears cases of academic dishonesty.  Formal guidance in leadership skills is also given to student leaders in publications and Peer Support.  

There are many other opportunities for students to develop leadership skills at Harvard-Westlake, through clubs and activities, and through sports, performing arts and the community service council.

Belonging to our community

Harvard Westlake is a big community that is made up of many small communities.  Class sizes are typically 10-20 students, and most students belong to several other small groups: clubs, athletic teams, performing arts groups, community service groups, deans’ groups, peer support groups and so on.  With such a large number of peers, students have a strong chance of finding others who share their interests.

Every Middle School student belongs to a "house," and strives for "house points" in competitions ranging from solving word puzzles to watermelon-balancing.  At the Upper School, small peer support teams offer hundreds of students a chance to share experiences and concerns in confidence.  

We pay particular attention to helping new students to join the community, through Fast Start and Middle School retreats.  The Big Sibs program pairs 9th-grader mentors with seventh graders, and a similar program helps 10th graders to adjust to the new campus.

-------------------------------------------------------------------

Web Resources Used:

· Digital Footprints: Online identity management and search in the age of transparency (PEW report)
· Teens, Privacy, and Online Social Networks: How teens manage their online identities and personal information in the age of MySpace (PEW Report)
· CREATING & CONNECTING//Research and Guidelines on Online Social and Educational Networking (PDF - NSBA)
· Students Competing For Slots At Elite Colleges Resorting To "Facebook Sabotage"
· 12 Ways to Use Facebook Professionally
· Keeping Your Facebook Profile Professional
· Footprints in the Digital Age (Will Richardson, Educause)
· You need to be "clickable". Are you preparing your students to be Googled? (Will Richardson, District Administration)
· Managing Your Digital Footprint (Adobe)
· Naming in a Digital World: Creating a Safe Persona on the Internet (lesson idea)
· The Less You Share, the Less Power You Have (Will Richardson, Blog post)
· Being Clickable (student blog post)
· Colleges scan Facebook during admissions: New study suggests colleges are looking at social-networking sites before accepting students (Eschoolnews)
· Who is Looking for You Online?
· Beware - Your Digital Footprint is Your Resume
· Web 2.0 dominates Trends in Internet Job-Hunting
· Social Network Stats: Facebook, MySpace, Reunion (Jan. 2008)
· Companies Check Out Applicants On Facebook (NPR audio)
· Profile Peeking
· Teachers Under Fire for Internet Use (The Apple)
· Urban Dictionary: Facebook Fired
· Confessions of a Principal - #14
· Is Your Identity Worth $10 a Year?
· Graduating Class of 2008
· The Impact of Social Networking Tools and Guidelines to Use Them
· Negotiating the Social Networking Minefield
· College Students in Trouble at School
· 'Drunken Pirate' Learns Costly Lesson From Her MySpace Posting
· Employers use 'internet reputations' to make decisions about job applicants
· DOOCE (case of employee firing)
· Caught (unfortunately) on Tape (The Chronicle of Higher Education)
· CMS Employee Fired Over Facebook Posting
· Eight Secrets of Effective Online Networking
· Want a Job? Clean Up Your Web Act (CNET news)
· Facebook: Employers screen applicants' accounts
· How to Avoid Getting Fired by Facebook
· How to Manage Your Reputation On Line
· What You Say Online Could Haunt You //(USA Today)//
· Facebook, MySpace may get you fired
· Employee Fired for Facebook Comment
· Teen Fired for Calling Job Boring on Facebook
· Bank intern busted by FaceBook
· Teacher Resigns over mystery inappropriate, private Facebook content.
· Twitter Gets You Fired in 140 Characters or Less (MSNBC)
· Idiot Loses Job Over Tweet
· Facebook can ruin your life. And so can MySpace, Bebo...
· Be careful what you put on facebook (with video)
· Your Personal Online Brand - It Begins with your Facebook Profile
· College Applicants, Beware: Your Facebook Page is Showing (Wall Street Journal)
· At Top Schools, One in Ten College Admissions Officers Visits Applicants’ Social Network Sites (Kaplan Survey, 2008)
· Beware of Friends Online(YouTube video)
· New Study: Stranger Danger is not the Risk but FRIENDLY FIENDs are (Blog post: Vicki Davis)
· Leaving 'Friendprints': How Online Social Networks Are Redefining Privacy and Personal Security
· Workers Fired over Internet Postings
· Blogger's Firing Raises Questions Aplenty
· Teachers Warned About MySpace Profiles (Eschoolnews)
· Phony Facebook pages teach students a lesson (Eschoolnews)
· Students post schoolyard-brawl videos online (Eschoolnews)
· Sex and Tech:

· Former Pembroke Pines student sues principal over Facebook suspension
· Are You Leaving a Digital Trail; What About Privacy? (Eschoolnews)
· Why Give Up Privacy? Because Everyone Else is Doing it.
· Online Reputation Management as Seen From the Outside (includes video)
· Keep Your E-Image Clean (Monster)
· How to Manage your Online Life...When You're Dead (Time)
· 10 Ways to Stay Out of Trouble When You Post to Social Networking Sites
· Social networking 101: Facebook and your digital reputation
· Should your boss be your Facebook friend?
· Social Networking Plays a Large Role in College Admissions
· Digital Data Make for a Really Permanent Record (NPR)

· Building a Digital Footprint that You can be Proud of
· Open Thinking Wiki
· Digital Footprint - Your Online Data Trail (blog post)
· Digital Footprints - Digital Dossier (blog post)
· Fear of Googled Past (blog post)
· Teachers Under Fire for Internet Use (TheApple)
· Toronto Conference to Focus on Facebook Risks
· Profile Peeking
Celebrities and Stereotypes
Consumerism
Copyright
Creating Media
Digital Citizenship and Diigo list on digital citizenship

Educational Issues
Family Media Management
Mobile and Communicating
Physical Health
Sex and Violence
Social Networking and Virtual Worlds 

GRADE NINE- TEN- ELEVEN- TWELVE RESOURCES


Amy's Choice - Hear the true story of a 15-year-old girl who left home to meet in person with a man she first "met" online. Also from mom's perspective.
Before You Text...give it a ponder - humorous PSA's
The Copyright Stuff - information 

Copyright information
CyberSmart
Cyberbullying "Feathers in the Wind", "You Can't Take It Back" and "Broken Friendship"
Cyberbullying - "Let's Fight It Together" film

STOP Cyberbullying
Don't Believe the Type
Identify Theft - information and interactive games
Julie's Journey - scroll down to find this. Julie left home for three weeks with a convicted murderer she had developed a relationship with online.
Netiquette - 10 Core Rules, video and quiz
Smokescreen - games with 13 challenges (each lasting 10-20mins.)
 Web Warriors - sign in, create an avatar and complete vari
Auction Action - game that puts your online auction know-how
Plagiarism
The Case of the Cyber Criminal - A techie spy and his cunning crew are out to get your personal info.
GRADE ONE RESOURCES


Bill Brings his Buddies - game
Clicky's - What to do on the web video
CoCo's AdverSmarts - food marketing on the web
CyberSmart
Hector's World: Silicon Deep - an oceanic version of online safety and privacy.
Martin ne sort pas seul - jeux
Name that Outlaw online video game
Webville's Outlaws
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